NudpopmanoHHas naMATKA
JJISL O0Y4YAKOLIUXCH AJISl pa3MelleHrs1 Ha OPUIHAIbHBIX
NurepHer pecypcax

C KaXIpIM TOJIOM MOJIOJIC)KA B UHTEPHETE CTAHOBUTHLCS OOJIBINE, a MIKOJIBHUKU OJHU
M3 CaMbIX aKTUMBHBIX IOJIb30BaTenen Pynera. Mexay TeM, HOMUMO OrPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, UHTEPHET HECET U MPOOJIeMBbL. DTa MaMATKa JI0JKHA TTIOMOYb Tebe 0e301acHO
HaxoJuTbca B ceTH. KommnbloTepHbie BUpYCchl KOMIBIOTEPHBIA BUPYC - 3TO PA3HOBUIHOCTH
KOMITBIOTEPHBIX TIPOTPAMM, OTIUIUTEILHON OCOOEHHOCTHIO KOTOPOM SIBJISIETCSI CIIOCOOHOCTh
K pa3MHOXXEHHIO. B omonHeHne K 3TOMy, BUPYCHI MOTYT TMOBPEIUTH WU TOJHOCTBHIO
YHUYTOXHUTH BCEe (Daliibl M JaHHBIC, TIOJKOHTPOJBHBIE MOJIH30BATE0, OT UMEHH KOTOPOTO
Oblma 3amylieHa 3apak€HHas IMporpaMma, a TakKe TMOBPEIUTh WM JaKe YHHUYTOXKHTH
OTICPAallOHHYI0 CHCTEMY CO BceMu daimamMu B 1eJoM. B OOJBIIMHCTBE CclydacB
PacIpoOCTPaHSIOTCS BUPYCHI UepPe3 HHTEPHET.

MeTo/1bI 3aIIIUTHI OT BPEIOHOCHBIX IIPOTPAMM:

1. Ucnionb3yit COBpeMEHHbIE ONEPAIMOHHBIE CUCTEMbI, UMEIOLIUE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX MPOTPaMM;

2. IlocTtossHHO ycTaHaBIMBai madTH (1UGPOBBIC 3aIIATKH, KOTOPhIE aBTOMATUYECKU
YCTaHABIMBAIOTCS C IIEJbI0 JOPAaOTKM TIPOrpamMMbl) W JPYrue OOHOBJICHUS CBOEH
omieparmoHHo# cucrtembl. CkaunBail UX TONBKO ¢ oduimambHOro caita paspadorunka OC.
Ecnu cymecTByeT pexxuM aBTOMaTHYECKOTO OOHOBJIEHUS, BKIIFOUH €T0;

3. PaGoTaii Ha cBOeM KOMITHIOTEPE O] MPaBaMu MOJIb30BATENsA, @ HE aIMUHUCTPATOPA.
DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAJUTMPOBATHCS HA TBOEM
MEPCOHAILHOM KOMITBIOTEPE;

4. Ucnonb3yil aHTUBUPYCHBIE TPOTPaMMHBIE MTPOIYKTHI U3BECTHBIX TPOU3BOAUTENEH, C
aBTOMAaTUYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub PU3NYECKUNA JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. cnonb3yil BHEIIHUE HOCUTENN MH(OpMAIIMKU, TaKue Kak (uiemka, JUCK Win (aiin
U3 UHTEPHETA, TOJBKO U3 MPOPEPEHHBIX UICTOUYHUKOB;




7. He oTkpbIBaii KOMIBIOTEPHBIE (ailiibl, MOTYYSHHbIE U3 HEHAAEKHBIX UCTOYHUKOB.
Jasxe Te ¢aitnbl, KOTOpBIE MPUCTA TBOW 3HAKOMBIN. JIydliie yTo4HH y HEro, OTIPAaBIISI JIU OH
tebe ux. Cetu WI-FI Wi-Fi - 310 He BUJ ITepeayn JaHHBIX, HE TEXHOJIOTHS, & BCETO JIHMIIb
OpeHn, Mapka.

Eme B 1991 rony Hunepnanackas kommnanus 3apeructpupoana openst « WECA», uto
o6o3Hayvano cioBocodeTanue « Wireless Fidelity», KoTopslit mepeBoaUTCS Kak «O0eCIpOBOTHAS
TOYHOCTBY». Jl0 Halllero BpeMeHu JIoluia apyras ab0peBuaTypa, KoTopast sIBJISI€TCS TaKO ke
TexHoJorue. 1o abbpeuarypa «Wi-Fi». Takoe Ha3BaHue ObUJIO JaHO C HAMEKOM Ha
CTaHAapT BbICHIMM 3ByKOBOM TexHukU Hi-Fi, 4To B mepeBojie 03HauaeT «BbICOKASI TOUHOCTD.
Ha, OecrutaTHBIA MHTEPHET-IOCTYI B Kade, OTeNsX MU a’ponoprax SBISETCS OTIMYHON
BO3MOXXHOCTBIO BbIXOJa B UHTEpHET. HO MHOTHE SKCIepThl CUUTAIOT, YTO OOIIEIOCTYITHBIC
Wi-Fi cetn He SBIISIOTCS 0€30TaCHBIMH.

CoBeThI 110 0€30MACHOCTH PadoTe B 001eI0CTYNHbIX ceTsax Wi-fi:

1. He nmepenaBaii cBoro nuuHyro uH(popmamuio yepe3 oOmenoctynueie Wi-Fi cetu.
PaboTas B HuX, *enaTelIbHO HE BBOAUTH NApOJIH J0CTYMa, JOTUHBI U KAKHE-TO HOMEPA;

2. Vcnonp3yi 1 OOHOBIISAM aHTUBUPYCHBIE IPOrpaMMbl U Opanamayep. Tem cambiM Tbl
obe3omnacuilb ce0s OT 3aKauyKu BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkmoun ¢ynkmuio «O0muii goctyn K (aitnam u
npuHTepam». JlaHHas QyHKIMS 3aKphITa IO YMOJIYAHHUIO, OJTHAKO HEKOTOPHIE MOIh30BaTEIN
aKTUBHUPYIOT €€ /Il y100CTBa UCTIOIB30BaHUsI B paboTe Uiu yueoe;

4. He ucnons3y nyomuunbiii WI-FI mjis nmepenaun AUYHBIX TaHHBIX, HAIPUMEDP JUIS
BBIXO0/Ia B COLIMAJIbHBIE CETU WJIN B AJIEKTPOHHYIO MOYTY;

5. Ucnonb3yit Tonpko 3amuuieHHoe coenuHenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOIU UMEHHO «https://»;

6. B w™oOuwipHOM Tenedone otkmoun ¢GyHkimp «[loakmouenne k  Wi-Fi
aBTOMaTHUYeCKn». He momyckaii aBTOMaTH4eCKOTo TOKITFOUEHHS YCTpoiicTBa Kk cetsim Wi-Fi
0€e3 TBOEro corjacusi.

CoumnasnbHbie ceTH

CouuanbHble CETH aKTUBHO BXOJST B HAIlly KU3Hb, MHOTHE JIIOAU PabOTAIOT U KUBYT
TaM [OCTOSIHHO, a B Facebook yxe 3apeructprpoBaH MUILTUAP]T YEIOBEK, UTO SIBISIETCS OJJHOU
cebMOM BCeX JKHUTeNel miaaHeTbl. MHOTHE MOJIb30BaTEeNId HE MMOHUMAIOT, YTO MH(pOopMaIus,
pa3MelIeHHAass UMU B COLMAIBbHBIX CETSAX, MOKET ObITh HaliJIeHa U UCIIOJIB30BaHa KEM YTOJTHO,
B TOM YHCJIe HE 00s3aTEIBHO ¢ OJIATUMU HAaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30IACHOCTH B COLMAJIBHBIX CETHAX:

1. Orpannub CHOUCOK Jpy3eil. Y TeOs B NPY3bsiX HE JIOJDKHO OBITh CIIy4alHBIX U
HE3HAKOMBIX JIIOJICH

2. 3amuniail cBOIO YacTHYIO KW3Hb. He ykas3biBail mapoiu, TenedoHsl, aapeca, AaTy
TBOETO POXKACHUS U APYTYIO TUUYHYIO HH(DOpMAIUIO. 3T0YMBIIIUIEHHUKH MOTYT UCIIOJIb30BaTh
nake MHPOPMALIUIO O TOM, KaK Thl M1 TBOU POJIUTENH TUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiai cBO pernyTaluio - Jep>KU €€ B UUCTOTE U 3a/1aBail cede BOmpoc: XOTe Obl
Thl, YTOOBI IpYTH€ MOJIb30BATENN BUIEIHN, UTO Thl 3arpyxaeib? [logymai, npexnae yem 4ro-
TO ONyOJIMKOBaTh, HAIUCATh U 3arPYy3UTh;

4. Ecnu Thl TOBOPHUIIB C JIOJAbMHU, KOTOPBIX HE 3HAEIIb, HE UCMHOJbB3YH CBOE PEATBHOE
UMS U IPYTYIO JTUYHYIO HH(OPMALIUU: UMSI, MECTO JKUTEIBCTBA, MECTO Y4eObl U IPOUEE;

5. N36eraii pazmernienus ¢potorpaduii B UaTepHeTe, rae Tl n300pakeH Ha MECTHOCTH,
10 KOTOPOM MOYHO OIPEAEIIUTH TBOE MECTOIOJIOKEHHUE;




6. [Ipu peructpaiuu B COLUaILHON CETH HEOOXO0IMMO UCTIOTIB30BATh CJI0KHBIE TAPOJIH,
cocrosimue u3 OyKB ¥ (P U C KOJTMUYECTBOM 3HAKOB HE MEHEe §;

7. dnst coumanbHOM CETH, MOYTHI U APYTUX CAUTOB HEOOXOJMMO MCIIOIL30BaTh Pa3HbIC
napoiu. Toraa eciu Te0s B3710MAIOT, TO 3710yMBIIUIEHHUKH MOTYYaT JOCTYII TOJIBKO K OTHOMY
MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHbIE IEHbI'H

DneKTpOHHBIEC JEHBI'M — ATO OYE€Hb YJOOHBIN CIIOCO0 TIaTeKel, OTHAKO CYIIECTBYIOT
MOUIEHHUKH, KOTOPBIE XOTST MOIYYUTh 3TH JEHbIU. DIEKTPOHHBIE IEHBI'U OSIBUIINCH COBCEM
HEJJABHO U UMEHHO M3-3a 3TOT0 BO MHOTHX FOCY/IapCTBaX JI0 CUX MOP HE MPOMUCAHO MPO HUX
B 3akoHax. B Poccun ke oHM (QyHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, T UX
pa3ieNsIOT HAa HECKOJIBKO BHJIOB - AHOHMMHBIE M HE aHOHMMHbIC. PasHuma B TOM, 4TO
aHOHHMMHBIE - 3TO T€, B KOTOPHIX pa3peliaeTcs MpOBOJIUTH OMepanuu 0e3 UACHTH(PUKAIUU
MOJIb30BATENS], @ B HE aHOHUMHBIX UJECHTU(UKAIIMU T0JIb30BaTENs SBIIAECTCS 00A3aTEIbHOM.
Takxe cienyer pasznuyaTh 3JIEKTPOHHbIE (UATHBIE JEHbIM (PaBHBI TOCYJAPCTBEHHBIM
BAJIIOTaM) U AJICKTPOHHBIE He()UATHBIC ICHBIU (HE PABHBI FTOCYIAPCTBEHHBIM BalIOTaM).

OCHOBHbIE COBETHI 10 0€301IaCHON pPadoTe € 3JIeKTPOHHBIMHY JICHbIAMM:

1. ITpuBsixku K cueTy MOOWIbHBINA TeNePOH. ITO caMblil YIOOHBINA U OBICTPBINA CITOCOO
BOCCTaHOBUThH JIOCTYIl K cueTy. IlpuBsizanHblil TenedoH momoskeT, eciau 3a0ynaenb CBOU
IIJIATEKHBIN 11apOJIb WK 3aiE1Ib HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Wcnonp3yit ogHOpa3oBele napoiu. Ilociie mepexona Ha yCHIEHHYIO aBTOPU3ALMIO
Tebe yxe He OyJeT yrpoKaTh OIMACHOCTh KPa)Ku WIIM IIepexBaTa IJIaTeKHOTO apois;

3. BwiGepu cnoxubiii napodb. [Ipectynmaukam OyaeT HE TMPOCTO yrajaaTh CIOKHBIN
naposib. HagexHele mapoiu — 3TO MApOJIM, KOTOPHIE COJEpXkKAT HE MEHEEe 8 3HAKOB U
BKJIFOYAIOT B €05 CTPOYHBIE U MPONUCHBIE OYKBBI, HU(PPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK
3HaK JloJu1apa, GpyHTa, BOCKIMIATEIbHbIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIEIIb.

JJIeKTPOHHASA MOYTA

DJIEKTPOHHAS MIOYTA — ITO TEXHOJIOTHUS U MPEIOCTABISIEMBIE €10 YCIYTH IO IEPECHIIKE
Y TIOJIYYEHHIO AJIEKTPOHHBIX COOOILIEHUM, KOTOPBIE pACIIPEACIIAIOTCS B KOMIIBIOTEPHOM CETH.

OOBIYHO  BJIEKTPOHHBIN TOYTOBBIM  SAIIUK BBINJIAAUT  CICAYIOUIMM  00pa3oM:
UMs_TIOJIb30BaTENIA(@HUMs_JTOMEHa. Takke KpoMme Mepeladd MpOCTOro TEKCTa, HMEETCs
BO3MOKHOCTh TIepe/1aBaTh (pailiibl.

OCHOBHBIE COBETHI 110 0€30NACHOH padoTe ¢ 3NEKTPOHHOM NOYTO:

1. Hajo BBIOpaTh MpaBUIIBLHBIN TOYTOBBIN CEpBUC. B HHTEpHETE €CTh OTPOMHBIN BEIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyYIlIE€ TOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBBIN
B PEUTHUHIE;

2. He yka3piBaili B IMYHOW MOYTE JUYHYIO HHPopManuto. Hanpumep, sydiiie BbIOpaTh
«My3bIKaNbHBIN _(haHaT@» uiam «pok2013» BMecTo «remal3y;

3. Mcnioib3y# IBYX3TAIMTHYIO aBTOPHU3AIMIO. DTO KOTJIa TOMUMO NapoJisi HY>)KHO BBOJIUTh
KOJI, TpUChUIaeMblil o SMS;

4. BpiOepu cioxHBIM maposib. IJsi KaXa0ro Mo4YTOBOrO AlIMKA JTOJKEH OBITh CBOM
HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NapOJib;

5. Eciin ectb BO3MOKHOCTBh HallMCaTh CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIB3YH ITY
BO3MO>KHOCTB;

6. Mcrnonb3yil HECKOJBKO MOYTOBBIX SLIMKOB. lIepBhIid [UIsl YaCTHOW MEPENUCKH C
azpecaTaMH, KOTOPBIM Thl JIOBEPSCIIb. DTO 3JIEKTPOHHBIN aJpec He HaJ0 MCIOJb30BATh IPH
peructpanuu Ha popyMax U caiTax;




7. He oTkpbIBail ¢aitibl 1 Apyrue BIOKEHUS B MUChbMaxX Jake €CIM OHU MPUIUIA OT
TBOUX Jpy3ei. Jlydile yTouHu y HUX, OTIPABIISUIA JIM OHU TeOe 3TH (Paiiibl;

8. Ilocne oxkoH4YaHMs padOTHI HAa MOYTOBOM CEPBHUCE IEPE] 3aKPHITUEM BKIIAJKH C
caiiToM He 3a0y/lb Ha)KaTh Ha «BBIATHY.

KuoepOyjmHr ujim BUPTyaJbHOE N31€BATEJIbCTBO

KubepOymimHr — mpeciieqoBaHue COOOUIEHUSIMH, COAEPIKAIMMU OCKOpOJIeHuS,
arpeccuo, 3allyIMBaHME; XYJIMTAHCTBO; COLMAIbHOE OOWKOTUPOBAHUE C TOMOIIBIO
Pa3IMYHBIX HUHTEPHET CEPBHUCOB.

OCHOBHBIE COBETHI 110 00pbLOE ¢ KHOECPOYIJIMHIOM:

1. He Opocaticsa B 60#. Jlydmmii cmoco0: mOCOBETOBATHCS KaK ceOsl BECTH M, €CJIU HET
TOT0, K KOMY MOHO OOpaTHThCS, TO BHadaje YCHOKOUThCA. Ecau Thl HauHeUIb OTBEYATh
OCKOPOJIEHUSIMU Ha OCKOPOJICHHUSI, TO TOJIBKO €I1le OOJIbIIIe Pa30XiKellb KOH(DIUKT;

2. Yupapnsii cBoel kubeppermyTauue;

3. AHOHUMHOCTh B ceTH MHUMasd. CyIleCTBYIOT CIOCOOBI BBIACHHTb, KTO CTOUT 3a
AHOHMMHBIM AKKAYHTOM;

4. He cTouT BeCcTH XyJIUTaHCKUI 00pa3 BUPTyalIbHOM >ku3HU. IHTepHET pukcupyeT Bce
TBOU JCHCTBUSA U COXpAHAET UX. Y JAIUTh UX OyJeT KpalHe 3aTpyTHUTEIIBHO;

5. CobGnronait cBOM BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuHblii HeraTuB. OJHOpPA30Bble OCKOPOUTENIbHBIE COOOLICHMS
Jy4iie UrHOpupoBaTh. OOBIUHO arpeccus MPEeKpalaeTcsl Ha HaYaJlbHOM CTaauH;

7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOLIIEHUSIMU, B COLIMATIbHBIX
CETSIX €CTh BO3MOXKHOCTb OJIOKHPOBKH OTIPABKU COOOIIEHUH C OMPEEIICHHBIX aIpECOB;

8. Ecnmu T1bl cBuaerenb kubOepOymimHra. TBOM JEHCTBUS: BBICTYHOUTH IPOTHUB
IpeciaenoBaTens, MoKa3aTh €My, YTO €ro JIEWCTBHS OLEHHUBAIOTCS HETATUBHO, MOJJEPKATh
KEPTBY, KOTOPOM HYXKHA IICHXOJIOTHYECKAasi IOMOIb, COOOIIUTH B3pPOCIBIM O (hakTe
arpeCCUBHOIO MOBEACHUS B CETH.

MooOuiabHbIN TesaedoH

CoBpemenHble cMapThOHBI M IUIAHIIETHl COJEpKAT B ceOe BIIOJHE B3POCIBIN
(yHKIIMOHAJ, U TENeph OHM MOTYT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIBIOTEPAMH.
OpnHako, CpeaCTB 3allUTHI IJIsi TOJOOHBIX YCTPOMCTB MOKa O4Y€Hb Majo. TecTUpOBaHHUE U
IIOUCK YA3BUMOCTEM B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak mia IIK, To ke camoe
KacaeTcss W MOOWIBHBIX mpuiokeHud. CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YykKe
MPaKTUYECKU JOTHAJM HACTOJBHBIC aHAJIOTH, OJJTHAKO paclIMpeHue (PyHKIIMOHAIA BICYET 3a
co00¥ OOJIBIITYIO CIIO)KHOCTh M MEHBIIYIO 3alTUIIICHHOCTDh. J{ajJeko He BCe MPOU3BOIUTEIH
BBITTYCKAIOT OOHOBJICHMSI, 3aKPHIBAIOIINE KPUTHIECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /LI 0€30MACHOCTH MOOWJIBLHOIO TeJjiedoHa:

1. Huyero He sBISIETCS MO-HACTOsIIIEMYy OecriaTHbIM. Bynb ocTOpo)keH, Bellb KOrjaa
Te0e mpeaiaraloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IJIATHHIC
YCIYTH;

2. Jlymaii, npesxie ueM otrpaBuTh SMS, ¢hoTo min Buaeo. Thl TOUHO 3HACIIb, T/I€ OHU
OyIyT B KOHEYHOM UTOTE?

3. Heo6xoammo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapT(hoHa;

4. Vicnonbk3yi aHTUBUPYCHBIEC IPOTPAMMBI JIJ11 MOOWMITBHBIX Tee(hOHOB;

5. He 3arpy»ait npuioxeHus OT HEU3BECTHOTO UCTOYHHKA, BEJb OHU MOTYT COAEPKATh
BPEOHOCHOE MPOTrpaMMHOE 00€CTIeUeHHUE;

6. [Tocne Toro kak Thl BBIIICIIB C CaiiTa, I/ie BBOJIWI JIMYHYIO HHGOpPMAIIUIO, 3aii11 B
HACTPOIiKu Opay3epa u yaanu cookies;




7. IleproaruecKku IpoOBEPSIM KAKKUE IUIATHBIE YCIYTM AKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBOi1 HOMEp MOOMIIBLHOTO Tene(oHa TOIBKO JIOISM, KOTOPBIX Thl 3HACIIb U
KOMY JI0BEpSEILIb;

9. Bluetooth nomken ObITH BBIKJIIOUEH, KOT/Ia Thl UM HE ToJb3yelibes. He 3a0biBait
MHOT A TIPOBEPSATH ITO.

Online urpsi

CoBpeMEHHBIE OHJIAMH-UIPBl - 3TO KPAaCOYHbBIC, 3aXBATHIBAIOIINME Pa3BICUYCHHUS,
O00BEINHAIOIINE COTHYU THICSY YEJIOBEK IO BceMy MUpY. Irpoku ncciaenyoT JaHHBI UM MUP,
OOLIAtOTCS APYT € IPYTOM, BBIITIOJIHSAIOT 33/1aHUSL, CPAKAIOTCSI C MOHCTPAMH U IOJTy4YarOT OIBIT.
3a yJIOBOJILCTBUE OHU ILJIATAT: MOKYMAKOT JUCK, OIUIAYMBAlOT ADOHEMEHT WJIM MPUOOPETAIOT
KaKue-To onuuu. Bee 3T cpencTBa uAyT Ha MOAIEPKAHUE U Pa3BUTUE UI'PBL, A TAKKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl AaBTOPH3AIMH, BBIMTYCKAIOTCSI HOBBIC MATYU
(mudpoBbIe 3aruIaTKy JIsi TPOTpaMM), 3aKPBIBAIOTCS YS3BUMOCTH CEpBEpOB. B mogoOHbBIX
UIPaxX CTOUT OMACATHCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO Kpa)kM TBOErO MapoJisi, Ha
KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALMK OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI 110 0€30IACHOCTH TBOEI0 HTPOBOr0 AKKAYHTA:

1. Ecniu npyro#t urpok BeJieT ce0s III0X0 WK CO3AaeT TeOe HEMPUATHOCTH, 3a0J10KUPYH
€ro B CIIMUCKE UTPOKOB;

2. lloxamyiics aaMUHHCTpaTOpaM MWIPbl Ha IUIOXOE€ IIOBEACHHE HTOIO HIPOKA,
KEJATEJIbHO PHWJIOKUTh KaKHe-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaiil muuHyto uHbopmMaiuio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuIMaabHbIC TATYH U MO/IBI;

6. Mcnosib3yil CIOKHBIE U Pa3HBIE MTAPOJIH;

7. Jaxke BO BpeMs WIPbl HE CTOMT OTKJIIOYaTh aHTUBHUpYC. [loka TeI murpaems, TBOM
KOMITBIOTEP MOTYT 3apa3uTh. OUIIMHT WM Kpaka JIMYHBIX TaHHbIX OOBIYHON KpaXkel IeHer
U JIOKYMEHTOB CErOJHs y>K€ HUKOIO0 HE YAMBHUIIb, HO C Pa3BUTUEM HHTEPHET TEXHOJOTUM
3JIOYMBIIUICHHUKN MEPEMECTUIINCh B MHTEPHET, U MPOJOJDKAIOT 3aHUMATHCS <JTFOOMMBIM))
JETIOM.

Tak nmosiBuIach HOBasi yrpo3a: HHTEPHET-MOUICHHUYECTBA WM (DUILIMHT, TJ1aBHAsH LIEb
KOTOPOT'O COCTOUT B MOJIYYEHUH KOH(PHUICHIUAIBHBIX TaHHBIX M0JIb30BATEI€H — JIOTUHOB U
naposieii. Ha anrmmiickom sizbike phishing uutaercss kak ¢umunr (ot fishing — peiOHas
JOBJIsA, password — mapoJn).

OCHOBHBIE COBETHI 110 00pBLOE ¢ PUIIMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Tl momo3peBaellb, 4TO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKMPOBATh €€ M COOOIIUTh aJIMHHHCTPATOpaM pecypca 00
ATOM KaK MOXHO CKOpee;

2. HWcnonw3yit Oe3omnacHble BeO-CalThl, B TOM 4HCJE, HHTEPHET-MarasuHOB U
MOMCKOBBIX CUCTEM;

3. Ucnonb3yii ciokHbIe U pa3Hble mapoiid. Takum oOpa3oM, eciiu Te0s B3JI0MAaloT, TO
3JI0YMBIILIEHHUKH I0JIy4aT JOCTYI TOJBKO K OJHOMY TBOEMY ITPO(HIIIO B CETH, @ HE KO BCEM;

4. Ecnn 1ebs B310MalIM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE 100aBJIEHbI y TEOS B APY3bSAX, O TOM, UYTO TeOs B3IOMAIU U, BO3SMOXKHO, OT TBOETO
uMeHH OyZIeT pacchbuIaThCs CIIaM M CChUIKH Ha (DUIITMHTOBBIE CANThI;

5. YcranoBu HaaexHsIi napoib (PIN) Ha MOOUITBHBIN TenedoH;

6. OTKJII0YM COXpaHEHUe Maposisi B Opaysepe;




7. He otkpbIBail ¢aiinbl U Apyrue BIOKEHUS B MUChMaX JaXKe €CIU OHU MPHIILIH OT

TBOUX Jpy3ei. Jlydilie yTouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TH (Paitsbl.
Hu¢posas penyrauus

[Mudposas permyTtanus - 3T0 HETaTUBHAS WM TMO3UTUBHASI HHPOpPMAIIUS B ceTH O Tebe.
Komnpomerupyromias nHpopmanus pasmMelieHHas B UHTEPHETE MOXKET CEPbE3HBIM 00pa3oM
OTpa3uThCs Ha TBOEH peanibHOM xu3HU. « L ludpoBas pemyranus» - 3T0 TBOM UMHJIK, KOTOPBIN
dopMmupyercs U3 uHGpoOpMaLuu o0 TeOe B UHTEpPHETE. TBOE MECTO KUTENIBCTBA, YUEObl, TBOE
(uHAHCOBOE IOJIOXKEHHWE, OCOOEHHOCTH XapakTepa M paccka3dbl O ONM3KUX - BCE 3TO
HaKaluIMBaeTcss B CeTH. MHOIME MOAPOCTKU JIETKOMBICIEHHO OTHOCATCA K IyOIMKaIuu
an4HON nHpopmanmu B MHTEpHETE, HE MOHKMMAas BO3MOXKHBIX MOCIEACTBUI. Thl gaxe He
CMOKEIIb JA0Ta/IaThCsl O TOM, uTo doTorpadus, pa3MenieHHas 5 JIeT Ha3aj, CTala MPUIMHON
OTKa3a MpHUHATH TeOs Ha paboty. KommeHnTapuu, pa3menienrue TBoux ¢otorpaduit u 1pyrue
JNEUCTBUSA MOTYT HE MCUE3HYTh JAXE IOCIIE TOr0, KaK Thl UX YJaJullb. Tbl HE 3HACIIb, KTO
COXpaHWJI 3Ty MH(OpMaLMIO, TONaJIa I OHA B IOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOE OKpyKarollee J01, KOTOpbIE HAWAYT U yBUAAT 3T0. Haiitu
MH(}OpPMAIMI0O MHOTO JIET CIYCTS CMOXET JI000H - KaKk M3 J0OpbIX MOOYXAEHUH, TaK U C
HaMEpEHUEM MPUYUHUTD BPE. ITO MOMKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aUTEe HU(PPOBO PeNyTANNHN:

1. [logymaii, npexzae yeM 4YTO-TO MyOJMKOBATh U IeperaBaTh y ceOst B OJiore Wik B
COIIMAJIbHOM CETH;

2. B HacTpolikax npoduiis yCTaHOBH OTPAaHUYEHHS HA IPOCMOTP TBOETO PO U €T0
COAEPKUMOT0, CAETIAN €0 TOJIBKO «IJIs IPY3€Ei»;

3. He pa3menaii u He yka3biBaii HH(OpMAINIO, KOTOpas MOXKET KOro-In00 OCKOPOIISAThH
WU OOVKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJIHHUKU- AaKTUBHBIE TMOJH30BATENN IU(PPOBOTO MPOCTPAHCTBA.
OpHako Aaneko He BCE 3HAIOT, UTO MOJb30BaHNE MHOTMMH BO3MOKHOCTSIMH ITU(POBOTO MHpa
TpeOyer coONIOACHHWsT TpaB HAa  HWHTEJUIEKTYaJIbHYIO  COOCTBEHHOCTh. TepMHH
«UHTEJUIEKTyaJlbHasi COOCTBEHHOCTb» OTHOCHTCSI K Pa3jMYHBIM TBOPEHUSM UYEIOBEUYECKOTO
yMa, HaurlHasl ¢ HOBBIX M300peTEHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKThI
U YCIOyrd, W 3aKaHuuBass KHUTamH, (ororpadusmu, KHHOPHIBMAMH U MY3bIKaJbHBIMU
Mpou3BeICHUSIMUA. ABTOPCKHE TIPaBa - 3TO MpaBa Ha WHTEIUICKTYaIbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEIICHUS HAYKH, JINTEPATYPhl U UCKYyCCTBA. ABTOPCKHUE TpaBa BHICTYIMAIOT B KAYECTBE
rapaHTUH TOTO, YTO MHTEIUIEKTYaIbHBIN/ TBOPUYECKUN TPY aBTOpa HE OYIET HalpacHbIM, JacT
€My CIpaBeIJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha Pe3ysbTaTax CBOEro TPY/a, MOJYYHThH
M3BECTHOCTh M Mpu3HaHue. HukTo 6e3 paspenieHus: aBTopa HE MOKET BOCIPOU3BOIUTH €TI0
MPOM3BENICHUE, PACTIPOCTPAHSITH, MyOJIUIHO JEMOHCTPUPOBATH, MPO/IaBaTh, UMIIOPTUPOBATH,
MTyCKaTh B MPOKAT, MyOJUIHO UCIIONHSATH, ITOKA3bIBATH/UCIIOIHATE B A()UPE WM pa3MeIIaTh B
WuTepuere. Mcnonap30BaHNE «ITUPATCKOTOY» MPOTPAMMHOTO 00ECTICUSHHSI MOXKET MPUBECTH K
MHOTHM PUCKaM: OT IIOTEPH JAaHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKH TBOETO YCTPOMCTRBA,
Ir7ie YCTAaHOBIICHHBIN HE JIeTalbHas mporpamma. He cTouTt Taxke 3a0bIBaTh, 4TO CYIIECTBYET
JerajgbHbIe U OECIIaTHBIE MPOTPaMMbI, KOTOPBIE MOYKHO HAalTH B CETH.

O mnoprane CeTeBUUOK.p( - TBOM TJIABHBI COBETUYHUK B CETH. 3/1€Ch Thl
MOXEIb Y3HATh O 0€30MaCHOCTH B CETHU MOHSITHBIM U JOCTYIHBIM SI3BIKOM, a MPU
BO3HHUKHOBEHHHM KPUTUYECKOW CHUTyalluu OOpaTUTHhCS 3a COBETOM. A TakKke
MPUHSTH YYaCTUE B KOHKYPCAaX U CTaTh CaMbIM ITU(DPPOBBIM I'pakJaHUHOM !



